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INDEPENDENT ASSURANCE PRACTITIONER’S REPORT  

To the Directors of Southern Cross Partners Limited 

 
 
 

Scope 

We have undertaken a reasonable assurance engagement on the design of controls within Southern 
Cross Partners Limited’s custodial service system (the controls), comprising controls relating to the 
custodianship of client money and property custody, administration and information technology 
processes, procedures, and controls, throughout the period 1 April 2020 to 31 March 2021 relevant to 
compliance with the control objectives specified by clause 10 (2) of the Financial Advisers (Custodians of 
FMCA Financial Products) Regulations 2014 (the ‘Regulations’), Southern Cross Partners Limited’s 
description of its custodial service system at pages 2 to 8 (the description), and the operating 
effectiveness of those controls.  
 
Southern Cross Partners Limited’s Responsibilities 

Southern Cross Partners Limited is responsible for: 

a) the functions within the custodian system; 
b) identifying the control objectives; 
c) identifying the risks that threaten achievement of the control objectives; 
d) designing controls to mitigate those risks, so that those risks will not prevent achievement of the 

identified control objectives; 
e) preparing the description and Statement at pages 2 to 8, including the completeness, accuracy 

and method of presentation of the description and Statement; and 
f) operating those controls effectively as designed throughout the period. 

 
Our Independence and Quality Control 

We have complied with the Professional and Ethical Standard 1 (Revised) Code of Ethics for 
Assurance Practitioners or other professional ethical requirements, or requirements in law or 
regulation, that are at least as demanding, which include independence and other requirements 
founded on fundamental principles of integrity, objectivity, professional competence and due care, 
confidentiality and professional behaviour. 
 
In accordance with Professional and Ethical Standard 3 (Amended) Quality Control for Firms that Perform 
Audits and Reviews of Financial Statements, and Other Assurance Engagements or other professional 
requirements, or requirements in law or regulation, that are at least as demanding, Baker Tilly Staples 
Rodway maintains a comprehensive system of quality control including documented policies and 
procedures regarding compliance with ethical requirements, professional standards and applicable legal 
and regulatory requirements. 
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Assurance Practitioner’s Responsibilities 

Our responsibility is to express an opinion on Southern Cross Partners Limited’s Statement regarding the 
suitability of the design of controls to achieve the control objectives, the presentation of Southern Cross 
Partners Limited’s description of the custodial services system and the operating effectiveness of 
Southern Cross Partners Limited’s controls within the custodial services system, based on our 
procedures. We conducted our engagement in accordance with Standard on Assurance Engagements 
(SAE) 3150 Assurance Engagements on Controls. SAE 3150 requires that we comply with relevant ethical 
requirements and plan and perform our procedures to obtain reasonable assurance about whether, in all 
material respects, the controls are suitably designed to achieve the control objectives, the description is 
fairly presented and the controls operated effectively throughout the period. 
 
An assurance engagement to report on the design, description and operating effectiveness of controls 
involves performing procedures to obtain evidence about the suitability of the design of controls to 
achieve the control objectives, the completeness, accuracy and method of presentation of the description 
of the custodial services system and the operating effectiveness of controls throughout the period. The 
procedures selected depend on our judgement, including the assessment of the risks that the controls 
are not suitably designed, the description is not fairly presented or the controls did not operate effectively. 
Our procedures included testing the operating effectiveness of those controls that we consider necessary 
to achieve the control objectives identified. An assurance engagement of this type also includes 
evaluating the overall presentation of the description and the suitability of the control objectives. 
We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our 
opinion. 
 
Other than in our capacity as auditor and assurance provider, our firm carries out other assignments for 
Southern Cross Partners Limited in the area of tax compliance services.  The provision of these services 
has not impaired our independence.  The firm has no other relationship with, or interests in, Southern 
Cross Partners Limited. 
 

Limitations of controls  

Because of the inherent limitations of any internal control structure it is possible that, even if the controls 
are suitably designed and operating effectively, the control objectives may not be achieved and so fraud, 
error, or non-compliance with laws and regulations may occur and not be detected. 
 
An assurance engagement on the operating effectiveness of controls is not designed to detect all 
instances of controls operating ineffectively as it is not performed continuously throughout the period 
and the tests performed are on a sample basis. Any projection of the outcome of the evaluation of controls 
to future periods is subject to the risk that the controls may become inadequate because of changes in 
conditions, or that the degree of compliance with them may deteriorate. 
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Opinion 

Our opinion has been formed on the basis of the matters outlined in this report. 
 
In our opinion, in all material respects, Southern Cross Partners Limited’s Statement is fairly presented in 
that: 

a) the controls related to the control objectives stated in the description were suitably designed 
throughout the period from 1 April 2020 to 31 March 2021; 

b) the description fairly presents Southern Cross Partners Limited’s custodial services system as 
designed, throughout the period from 1 April 2020 to 31 March 2021; and 

c) the controls, which were those necessary to provide reasonable assurance that the control 
objectives stated in the description were achieved, operated effectively throughout the period 
from 1 April 2020 to 31 March 2021.  

 
Intended Users and Purpose 

This report has been prepared for use by Southern Cross Partners Limited for the purpose of reporting to 
the Directors and the Financial Markets Authority in accordance with Section 9(2) of the Financial Advisers 
(Custodians of FMCA Financial Products) Regulations 2014. We disclaim an assumption of responsibility 
for any reliance on this report to any other person other than Southern Cross Partners Limited, or for any 
other purpose other than that for which it was prepared. 
 
 
 
 
 
BAKER TILLY STAPLES RODWAY AUCKLAND 

Auckland 
 
30 June 2021 
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ACCOUNT OPENING 

Control objective(s) (a) New accounts are set up completely and accurately in accordance with client agreements and any applicable
regulations.

(b) Complete agreements that properly authorise the holding of client money and client property (authorising agreements)
are established before the custodian starts providing FMCA custodial services.

Process and controls overview Account information captured through application forms is reviewed, verified and entered manually in line with approved 
procedures by a segregated, specialised account opening team into the investment administration system. All accounts are 
subjected to review and approval prior to being activated. 

Validation controls are in place to ensure mandatory information is captured. 

Regulation Reference Financial Advisers (Custodians of FMCA Financial Products) Regulations 2014 s10 (2a) and (2b). 

Control Activity Assurance Practitioner’s Test Procedures Result of Assurance Practitioner’s Test 
Procedures 

Management Comments (where 
applicable) 

All new accounts are set up based on 
completed application forms which 
outlines the terms and conditions to 
which the client is agreeing.  

Inspection: For a sample of 24 new 
accounts, verified through inspection that 
a complete and current application form, 
authorised by the new client, was 
processed and reviewed as part of the 
new account set-up. 

No exceptions noted. 

Incomplete applications are followed up 
with the investment sales staff, until all 
outstanding documents are received. 

Inspection: For a sample of 9 weeks, 
verified through inspection that pending 
registers, detailing outstanding 
applications, are prepared and reviewed. 

No exceptions noted. 

All deposits made by the investors are 
reviewed on a weekly basis to ensure all 
funds received are from approved 
investors. 

Inspection: For a sample of 9 weeks, 
verified through inspection that deposit 
summaries, detailing all deposits during 
the week, are prepared and reviewed. 

No exceptions noted. 
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Control Activity Assurance Practitioner’s Test Procedures Result of Assurance Practitioner’s Test 
Procedures 

Management Comments (where 
applicable) 

Each account is subject to a quality 
control check by a second independent 
operator. The quality check includes a 
comparison of the scanned application 
form to details recorded in finPower 
(asset management system). 

Inspection: For a sample of 24 new 
accounts, verified through inspection that 
review of the account set-up takes place 
by a second independent operator. 

No exceptions noted.  

Client information is collected and 
verified in accordance with the relevant 
AML/CTF legislation and Southern Cross 
Partners Limited’s AML/CTF Program 
Manual (Policy). 

Inspection: For a sample of 24 new 
accounts, verified through inspection that 
the AML/CFT form and PEP Screening is 
completed and reviewed. 

No exceptions noted.  

Account opening procedures are 
designed in accordance with applicable 
regulations and are approved by 
management prior to publishing and 
distribution. The approving managers are 
responsible for ensuring applicable 
regulations have been considered and the 
appropriate teams have been engaged in 
the review process. 

Enquiry and Inspection: Inspected a copy 
of account opening procedures and 
verified the management approval 
process before publishing and 
distribution through enquiry. 

 

Observation: Verified through observation 
of the compliance calendar that account 
opening procedures are subject to regular 
review. 

No exceptions noted.  
 
 
 
 
 

No exceptions noted. 
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TRANSACTION PROCESSING 
 

Control objective(s) (a) Transactions are authorised, processed and recorded in an appropriate, accurate and timely manner. 

Process and controls overview Transaction information entered are supported by client authorised instructions, which are reviewed and verified for 
accuracy. 

Manual payments are reviewed, verified and are subject to dual approval controls prior to disbursement. 

Cash receipts and payments are accounted for daily and are reconciled by a segregated reconciliation team in line with 
approved procedures. 

Regulation Reference Financial Advisers (Custodians of FMCA Financial Products) Regulations 2014 s10 (2c). 

 

Control Activity Assurance Practitioner’s Test Procedures Result of Assurance Practitioner’s Test 
Procedures 

Management Comments (where 
applicable) 

Transfers in are only processed based on 
complete and valid instructions 
authorised by the relevant parties. 

Inspection: For a sample of 24 investor 
deposits, verified through inspection that 
transfers in are based on complete 
instructions and authorisations by the 
relevant parties. 

No exceptions noted.  

All payments processed are in line with 
investor instructions and are authorised 
appropriately prior to distribution. 

Inspection: For a sample of 24 investor 
payments, verified through inspection 
that payments processed are in line with 
investor instructions and authorised prior 
to distribution. 

No exceptions noted.  

Cash holding account reconciliations are 
performed daily between the cash bank 
account and finPower (asset 
management system). Reconciling items 
are identified, followed up and resolved or 
escalated to management. 
Reconciliations and any escalated 
exceptions are then reviewed by 
management on a weekly basis. 

Inspection: For a sample of 9 weeks, 
verified through inspection that cash 
holding account reconciliations are 
performed daily between the cash bank 
account and finPower and appropriately 
reviewed on a weekly basis. 

No exceptions noted.  
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Control Activity Assurance Practitioner’s Test Procedures Result of Assurance Practitioner’s Test 
Procedures 

Management Comments (where 
applicable) 

Investor funds holdings reconciliations 
are performed monthly between the 
finPower (asset management system) 
and emPower (fund manager’s records). 
Reconciling items are identified, followed 
up and resolved or escalated to 
management. Reconciliations are 
reviewed by management on a monthly 
basis.  

Inspection: For a sample of 4 months, 
verified through inspection that investor 
funds holdings reconciliations are 
performed monthly between finPower 
and emPower and appropriately 
reviewed. 

No exceptions noted.  

All new advisers registered to use the 
platform are provided with a unique user 
name and password to access both 
finPower (asset management system) 
and emPower (fund manager’s records), 
based on user access.  

For all new advisers / administrators 
registered to use each software package, 
the registered account is subject to an 
independent quality control check by a 
second independent person. 

Inspection: For all new users, verified 
through inspection that each registered 
account is subject to an independent 
quality control check by a second 
independent person. 

No exceptions noted.  

All user accounts are subject to a 
periodic review to ensure all personnel 
have appropriate access to systems. 

Inspection: For all employees, verified 
through inspection that all user accounts 
are subject to a periodic review to ensure 
all personnel have appropriate access to 
systems. 

Inspection: For all changes in user access 
during the year, verified through 
inspection that the change in access are 
appropriate reviewed and implemented,  

No exceptions noted.  
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Control Activity Assurance Practitioner’s Test Procedures Result of Assurance Practitioner’s Test 
Procedures 

Management Comments (where 
applicable) 

Transaction procedures are designed in 
accordance with applicable regulations 
and are approved by management prior 
to publishing and distribution. The 
approving manager is responsible to 
ensuring applicable regulations have 
been considered and the appropriate 
teams have been engaged in the review 
process. 

Enquiry and Inspection: Inspected a copy 
of transaction procedures and verified 
the management approval process 
before publishing and distribution 
through enquiry. 

Observation: Verified through observation 
of the compliance calendar that 
transaction procedures are subject to 
regular review. 

No exceptions noted. 

 

 

 

No exceptions noted. 

 

All deposits made by the investors are 
reviewed on a weekly basis to ensure all 
funds received are from approved 
investors. 

Inspection: For a sample of 9 weeks, 
verified through inspection that deposit 
summaries, detailing all deposits during 
the week, are prepared and reviewed. 

No exceptions noted.  

All cash receipts are identified and 
reviewed on a monthly basis. 

Enquiry: Verified through enquiry that 
cash receipts are subject to review and 
authorisation. 

No exceptions noted.  

All payments made to the investors are 
reviewed on a weekly basis to ensure 
payments made are in line with investor 
instructions. 

Inspection: For a sample of 9 weeks, 
verified through inspection that 
transaction lists, detailing all payments 
during the week, are prepared and 
reviewed. 

No exceptions noted.  
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CLIENT ACCOUNT ADMINISTRATION 
 

Control objective(s) (a) Accounts are administered in accordance with the Act, these regulations, and authorising agreements. 
(b) Records and changes to records relating FMCA custodial services are accurate and are kept –  

• In an appropriate and timely manner; and 
• In accordance with the Act, these regulations and authorising agreements. 

Process and controls overview Accounts information captured through investor written requests are reviewed, verified and entered manually in line with 
approved procedures by a segregated, specialised account maintenance team into the investment administration system.  

Investor account changes are reviewed for accuracy. 

Regulation Reference Financial Advisers (Custodians of FMCA Financial Products) Regulations 2014 s10 (2d) and (2e). 

 

Control Activity Assurance Practitioner’s Test Procedures Result of Assurance Practitioner’s Test 
Procedures 

Management Comments (where 
applicable) 

Transfers in are only processed based on 
complete and valid instructions 
authorised by the relevant parties. 

Inspection: For a sample of 24 investor 
deposits, verified through inspection that 
transfers in are based on complete 
instructions and authorisations by the 
relevant parties. 
 

No exceptions noted.  

Client requested transactions are 
reviewed for legitimacy and 
appropriateness; any suspicious matters 
are escalated to management, where 
they are investigated and resolved. 

Inspection: For a sample of 24 investor 
payments and a sample of 24 investor 
deposits, verified through inspection that 
client requested transactions are 
reviewed for legitimacy and 
appropriateness, and any suspicious 
matters are escalated to management. 

No exceptions noted.  
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Control Activity Assurance Practitioner’s Test Procedures Result of Assurance Practitioner’s Test 
Procedures 

Management Comments (where 
applicable) 

Cash holding account reconciliations are 
performed daily between the cash bank 
account and finPower (asset 
management system). Reconciling items 
are identified, followed up and resolved or 
escalated to management. 
Reconciliations and any escalated 
exceptions are then reviewed by 
management on a weekly basis. 

Inspection: For a sample of 9 weeks, 
verified through inspection that cash 
holding account reconciliations are 
performed daily between the cash bank 
account and finPower and appropriately 
reviewed on a weekly basis. 

No exceptions noted.  

Investor funds holdings reconciliations 
are performed monthly between the 
finPower (asset management system) 
and emPower (fund manager’s records). 
Reconciling items are identified, followed 
up and resolved or escalated to 
management. Reconciliations are 
reviewed by management on a monthly 
basis.  

Inspection: For a sample of 4 months, 
verified through inspection that investor 
funds holdings reconciliations are 
performed monthly between finPower 
and emPower and appropriately 
reviewed. 

No exceptions noted.  

Account administration procedures are 
designed in accordance with applicable 
regulations and are approved by 
management prior to publishing and 
distribution. The approving managers are 
responsible to ensuring applicable 
regulations have been considered and 
appropriate teams have been engaged in 
the review process. 

Enquiry and Inspection: Inspected a copy 
of account administration procedures 
and verified the management approval 
process before publishing and 
distribution through enquiry. 
 

Observation: Verified through observation 
of the compliance calendar that account 
administration procedures are subject to 
regular review. 

No exceptions noted. 

 

 

 

 

No exceptions noted. 
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Control Activity Assurance Practitioner’s Test Procedures Result of Assurance Practitioner’s Test 
Procedures 

Management Comments (where 
applicable) 

Changes to client data in the system, in 
particular changes to client address, 
client e-mail address and client 
authorised signatories requires written 
approval by the current authorised 
signatory and are subject to review prior 
to being affected. Daily client logs are 
generated and reviewed to identify 
changes to investor accounts. Any 
variances are investigated and resolved 
on a timely basis. 

Inspection: For a sample of 15 weeks, 
verified through inspection that changes 
are authorised by the client and is subject 
to review prior to being updated in the 
system. All variances are investigated 
and resolved on a timely basis. 

No exceptions noted.  
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HOLDING AND SAFEGUARDING OF CLIENT FUNDS 
 

Control objective(s) (a) there are adequate safeguards against the loss, misappropriation, and unauthorised use of client money and client 
property 

Process and controls overview Assets are segregated and reconciled back to independent sources on a periodic basis. 
Regulation Reference Financial Advisers (Custodians of FMCA Financial Products) Regulations 2014 s10 (2f). 

 

Control Activity Assurance Practitioner’s Test Procedures Result of Assurance Practitioner’s Test 
Procedures 

Management Comments (where 
applicable) 

Cash holding account reconciliations are 
performed daily between the cash bank 
account and finPower (asset 
management system). Reconciling items 
are identified, followed up and resolved or 
escalated to management. 
Reconciliations and any escalated 
exceptions are then reviewed by 
management on a weekly basis. 

Inspection: For a sample of 9 weeks, 
verified through inspection that cash 
holding account reconciliations are 
performed daily between the cash bank 
account and finPower and appropriately 
reviewed on a weekly basis. 

No exceptions noted.  

Investor funds holdings reconciliations 
are performed monthly between the 
finPower (asset management system) 
and emPower (fund manager’s records). 
Reconciling items are identified, followed 
up and resolved or escalated to 
management. Reconciliations are 
reviewed by management on a monthly 
basis.  

Inspection: For a sample of 4 months, 
verified through inspection that investor 
funds holdings reconciliations are 
performed monthly between finPower 
and emPower and appropriately 
reviewed. 

No exceptions noted.  

Underlying securities are reviewed on a 
weekly basis to assess for non-payment, 
overdue balances and any indicators of 
impairment. 

Inspection: For a sample of 9 weeks, 
verified through inspection that the 
expired loan register and arrears loan 
register is reviewed on a weekly basis. 

No exceptions noted.  
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Control Activity Assurance Practitioner’s Test Procedures Result of Assurance Practitioner’s Test 
Procedures 

Management Comments (where 
applicable) 

Policies exist that address conflicts of 
interest for all staff. Such procedures are 
designed in accordance with applicable 
regulations and are approved by 
management prior to publishing and 
distribution. The approving managers are 
responsible for ensuring applicable 
regulations have been considered and the 
appropriate teams have been engaged in 
the review process. 

Enquiry and Inspection: Inspected a copy 
of conflict of interest procedures and 
verified the management approval 
process before publishing and 
distribution through enquiry. 

Observation: Verified through observation 
of the compliance calendar that conflict 
of interest procedures are subject to 
regular review. 

No exceptions noted.   
 

Validation of related party transactions is 
performed annually through staff conflict 
of interest declarations. Any actions are 
followed up in a timely manner. 

Inspection: Inspected all annual 
declarations by staff stating that they 
have no involvement in related party 
lending or listing any related party 
investors. 

No exceptions noted.  

First mortgage holding is appropriately 
registered on underlying securities to 
secure investors’ interest in underlying 
security. 

Enquiry and Inspection: For a sample of 
24 new loan advances, obtain the 
property title for underlying security, and 
ensured that first mortgage is registered 
in the name of Loan Investments 
Trustees Limited, nominee entity 
securing investors’ interest in the 
underlying security.  

No exceptions noted.  
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Control Activity Assurance Practitioner’s Test Procedures Result of Assurance Practitioner’s Test 
Procedures 

Management Comments (where 
applicable) 

Register of related party transaction is 
maintained by the Compliance Officer 
and updated on a monthly basis. 

Enquiry and Inspection: Inspected a copy 
of the register of related party 
transactions and verified the 
management approval process. 

No procedures in place to restrict access 
to the loan files.  
 

Management Comment: 
The register of related party 
transactions is updated every month 
by the Compliance Officer. The 
personnel involved in the loan 
decision making process are 
excluded from the decision-making 
process if they are a related party. All 
investment selections must be 
undertaken through the public 
website portal where investments are 
offered to all users at the same time. 
As those people who are investing in 
loans cannot influence the 
Company's standard credit policy, 
processes, and decisions regarding 
those loans, we do not consider that 
any public disclosure of specific 
Related Party investing is warranted. 
Furthermore, we are currently in the 
process of implementing a software 
upgrade to finPower which will have 
the ability to restrict user access.  
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MONITORING SUB-SERVICE ORGANISATIONS AND SUB-CUSTODIANS 
   

Control objective(s) (a) Sub-custodians are appropriately approved and managed and adequately monitored. 

Process and controls overview Policies and procedures support the lifecycle of outsourced relationships. Contracts are reviewed and approved by 
management, and regular meetings are held with outsourced parties to ensure adherence and monitoring of agreed service 
level expectations. 

Sub-custody deed (where applicable) has been reviewed and approved by management, and regular meetings are held with 
the sub-custodian to ensure adherence and monitoring of agreed service level expectations. 

Assets held with sub-custodian (where applicable) are safeguarded from loss, misappropriation and unauthorised use. Cash 
positions are completely and accurately recorded and reconciled to the records of the sub-custodian on a timely basis. 

Regulation Reference Financial Advisers (Custodians of FMCA Financial Products) Regulations 2014 s10 (2g). 

Control Activity Assurance Practitioner’s Test Procedures Result of Assurance Practitioner’s Test 
Procedures 

Management Comments (where 
applicable) 

Sub-custodian organisations are subject 
to a formal agreement approved by 
management 

Not Applicable, as no sub-custodian 
organisations noted.  

  

Monthly service reports are prepared by 
the sub-custodian and reviewed by 
management. 

Not Applicable, as no sub-custodian 
organisations noted.  

  

Sub-custodian relationships established 
are subject to proper due diligence 
procedures. 

Not Applicable, as no sub-custodian 
organisations noted.  

  



26 
 

INVESTOR REPORTING 
 

Control objective(s) (a) Reports to the client in respect of holdings of client money and client property –  

• Are complete and accurate; and  

• Are provided within the timeframes in the Act, these regulations, and client agreements. 

Process and controls overview The statement generation process is coordinated by the investments team which entails the drafting of key requirements for 
report and statement designs and layouts.  

These document designs and layouts capture relevant regulatory disclosure obligations and are approved by management. 
Information extracted for investor reporting is based on that information sourced from the secure investment administration 
system.  

Statements and reports are tested by experienced staff and are signed off against specific criteria. Statement and report 
statistics are reconciled to total investors per investment administration system to ascertain comfort as to completeness of 
reporting. 

Regulation Reference Financial Advisers (Custodians of FMCA Financial Products) Regulations 2014 s10 (2h). 

 

Control Activity Assurance Practitioner’s Test Procedures Result of Assurance Practitioner’s Test 
Procedures 

Management Comments (where 
applicable) 

Confirmation letter sent to investors upon 
successful opening of new account.  

Inspection: For a sample of 10 new 
accounts, verified through inspection that 
a welcome email was sent to the 
investors upon successful opening of 
account. 

No exceptions noted.  

Bi-annual statements are produced for 
investors including detail of investment 
transaction(s) and income. A sample of 
statements are reviewed and checked by 
management to confirm data accuracy of 
letter to source system; and a 
reconciliation is performed between the 
number of statements sent and the 
number of accounts in the system. 

Inspection: For a sample of 10 investors 
inspected their bi-annual statement and 
verified the management review process. 

 

 

No exceptions noted.  
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Control Activity Assurance Practitioner’s Test Procedures Result of Assurance Practitioner’s Test 
Procedures 

Management Comments (where 
applicable) 

The investor reporting template is 
designed in accordance with applicable 
regulations and is approved by 
management prior to publishing and 
distribution. The approving managers are 
responsible for ensuring applicable 
regulations have been considered and the 
appropriate teams have been engaged in 
the review process. 

Enquiry and Inspection: Verified through 
inspection of the report customisation 
document that the template is designed 
in accordance with regulations. Verified 
through enquiry that the template was 
approved by the Compliance Officer prior 
to publishing and distribution.  

No exceptions noted.  
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INFORMATION TECHNOLOGY CONTROL ENVIRONMENT 
 

Control objective(s) (a) Information technology systems and processes are appropriate to allow the custodian to accurately and reliably meet 
the objectives in paragraphs (a) to (h). 

Process and controls overview Southern Cross Partners Limited has defined security policies, standards and procedures to protect its information systems 
from unauthorised access, modification and deletion. New employees are advised of the Information Risk Policies during 
orientation and re-training conducted when required. Segregation of duties is enforced between development and IT 
Operations personnel. 

Individuals request access to key systems through a designated authorised personnel, which is approved prior to being 
granted. User access reviews are conducted on a regular basis and issues noted are resolved in an appropriate and timely 
manner. 

Regulation Reference Financial Advisers (Custodians of FMCA Financial Products) Regulations 2014 s10 (2i). 

 

Control Activity Assurance Practitioner’s Test Procedures Result of Assurance Practitioner’s Test 
Procedures 

Management Comments (where 
applicable) 

New Access requests (including 
temporary access) to data systems must 
be approved by authorised personnel. 

Enquiry: Verified through enquiry that new 
access requests must be approved by 
authorised personnel. 

Inspection: For a sample of all new 
employees, verified through inspection 
that user access has been appropriately 
approved and documented. 

No exceptions noted.  

Policies exist which address logical 
access and were available to all staff, 
including the following:  

- Access management 
- Information Risk 
- Interest usage 

Observation: Verified that the “IT Policy” 
details policies on logical access and is 
available to all staff. 

No exceptions noted.  
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Control Activity Assurance Practitioner’s Test Procedures Result of Assurance Practitioner’s Test 
Procedures 

Management Comments (where 
applicable) 

Procedures which support the secure 
removal of client data prior to disposal or 
redeployment of equipment exist. 

Enquiry: Determined through inspection 
that policies exist which address secure 
removal of client data prior to disposal or 
redeployment of equipment. 

No exceptions noted.  
 

Additions or modifications to user 
accounts require management approval 
and are documented. 

Inspection: For all additions or 
modifications to user accounts, verified 
through inspection that user access has 
been appropriately approved and 
documented. 

No exceptions noted.  

Revocations of user access are 
performed in a timely manner and are 
documented. 

Observation: Verified through observation 
that only approved personnel have 
authority to revoke user access. 

Inspection: Verified through inspection 
that revocations are performed in a 
timely manner and are documented. 

No exceptions noted.  

All accounts are subject to a periodic 
review to ensure all personnel have 
appropriate access to systems. 

Observation: Verified through observation 
that policies exist which require annual 
review of all user accounts. 

Inspection: For all employees, verified 
through inspection that all user accounts 
are subject to a periodic review to ensure 
all personnel have appropriate access to 
systems. 

No exceptions noted.  

IT security and server configuration 
standards exist for Operating systems 
and database servers. 

Enquiry: Verified through enquiry that IT 
security and server configuration 
standards exist for Operating systems 
and database servers. 

No exceptions noted.  

Firewalls are in place to protect the 
Southern Cross Partners Limited network 
from external connections. 

Enquiry: Verified through enquiry that 
firewalls are in place. 

No exceptions noted.  
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Control Activity Assurance Practitioner’s Test Procedures Result of Assurance Practitioner’s Test 
Procedures 

Management Comments (where 
applicable) 

Periodic tests of the perimeter network 
security are performed and the results 
are reviewed. 

Inspection: For a sample of 4 months, 
verified through inspection that network 
security is tested periodically.  

No exceptions noted.  
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